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4. Abstract (English)
Title: Challenges of Criminal Procedure in Cybercrimes with Emphasis on the Evidentiary Value of Digital
Evidence

Abstract:
The expansion of cyberspace has transformed criminal behavior, methods of investigation, and the
foundations of criminal procedure. Digital evidence plays a central role in the prosecution of cybercrimes;
however, its volatility, technical complexity, and vulnerability create significant procedural challenges.
Although Iranian law has taken steps toward regulating digital evidence, the absence of national forensic
protocols, weaknesses in chain of custody, and limited technical expertise continue to reduce its evidentiary
value. This study, using a descriptive—analytical method and comparative analysis with advanced
jurisdictions, highlights the procedural challenges and proposes solutions for enhancing the reliability and

admissibility of digital evidence in the Iranian legal system.

Keywords: Digital Evidence, Cybercrime, Criminal Procedure, Chain of Custody, Forensic Analysis.
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