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Abstract:

The emergence of blockchain technology and its rapid expansion in areas such as cryptocurrencies, smart
contracts, decentralized finance, and digital asset management have created significant challenges for
traditional criminal law systems. Although blockchain technology provides substantial opportunities for
economic and technological development, its specific characteristics, including decentralization, relative
anonymity, borderless transactions, and automated execution through smart contracts, have created new
forms of cybercrime and complicated the determination of criminal liability.

This article aims to comparatively analyze criminal liability arising from blockchain-based cybercrimes in
the legal systems of Iran, the European Union, and the United States. Using a descriptive-analytical and
comparative methodology, the study examines the compatibility of traditional criminal law concepts,
including actus reus, mens rea, causation, participation, and criminal attribution, with decentralized digital
environments.

The findings indicate that the main challenge in blockchain-related criminal liability is not merely the
absence of criminal regulations, but rather the difficulty of applying traditional concepts of liability to
decentralized structures. The comparative analysis demonstrates that the European Union has adopted a
regulatory and preventive approach, while the United States generally relies on existing criminal laws
combined with enforcement mechanisms. In contrast, Iranian criminal law currently lacks a comprehensive
framework specifically addressing blockchain-related crimes and mainly relies on general cybercrime and
criminal provisions.

The article argues that [ran requires a balanced criminal policy based on technological neutrality, protection
of innovation, and effective prevention of criminal misuse of blockchain systems. Therefore, adopting a
specialized regulatory framework, clarifying the liability of developers and service providers, and
strengthening international cooperation are essential steps toward an efficient criminal justice response.

Keywords:
Blockchain Technology; Cybercrime; Criminal Liability; Cryptocurrency; Comparative Criminal Law;
Smart Contracts; Digital Assets.
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